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Abstract

Battle�eld surveillanceoften involvesa high elementof risk
for military operators. Hence, it is very important for the mili-
tary to executeunmannedsurveillancebyusinglarge-scalewire-
lesssensorsystems.This invited paper summarizesthe archi-
tecture of theVigilNet system– a long-termreal-timenetworked
sensorsystemfor military surveillance. Speci�cally, we review
the designof several major subsystemswithin VigilNet includ-
ing sensingandclassi�cation,localization,tracking, networking,
powermanagement,recon�guration,graphicuserinterface, and
thedebugging subsystem.High-level programmingabstractions
are also presented.This is a balanceddesignto achieve real-
time response, high con�dencedetection,accurate tracking and
energyef�ciency simultaneously.

1. INTRODUCTION

Recently, many efforts have beenundertaken to supportnew
military applicationsbyusinglarge-scalewirelesssensornetworks.
Unmannedreal-timesurveillanceisoneof themostpromisingap-
plications.By combiningthecomputation,sensing,actuationand
wirelessnetworking together, large-scalesensornetworks have
several advantagesover many other distributed systems. First,
sensornetworkscanbequickly deployedin aninfrastructure-free
environment,which is highly desiredin military operations.Sec-
ond, the redundancy introducedby a large-scaledensedeploy-
ment makes a sensorsystemrobust to nodefailures, which is
critical in a hostileenvironment.Third, massively distributedin-
network dataprocessingallowsexplorationof new techniquesfor
detectionandclassi�cation,notposiblewith only asmallnumber
of devices. Along with theseadvantages,however, severalchal-
lengesarise.Theconstrainedresourcesin wirelesssensornodes,
suchaslimited memory, power, processing,andcommunication
bandwidth,imposeproblemsprevious researchdid not needto
address.To realizethe vision of wirelesssurveillancesystems,
many researcheffortshavebeenpublishedthataddresschalleng-
ing problemsconcerningnetworking [14], self-organization[4],
energy-conservation[27, 30] andtracking [16] in thistypeof sys-
tems.However, mostexistingeffortsaddressindividualprotocols

or subproblemsin the designspace.Few systemsactuallypro-
videacompletearchitectureandarunningimplementationtested
in outdoorenvironments.TheVigilNet projectis, therefore,dis-
tinguishedin this aspect.It is a large-scalesensornetwork sys-
tem which hasbeensuccessfullydesigned,built, demonstrated
anddeliveredto themilitary for realisticdeployment.To accom-
plish differentmissionobjectives, the VigilNet systemconsists
of 40,000lines of code,supportingmultiple existing moteplat-
forms includingMICA2DOT, MICA2, andXSM. To accommo-
datevariousmissionrequirements,VigilNet is dynamicallyre-
con�gurableandreprogrammable.For example,we can�e xibly
explore trade-offs betweensurveillancequality parametersand
network lifetime by adjustingvarioussystemparametersonline.

Theremainderof this paperis organizedasfollows: Section2
discussesthe relatedwork. Section3 presentsthe overarching
architectureof VigilNet andthedetailsof individualsubsystems.
We list several lessonslearnedfrom our experiencein Section4
andconcludethepaperin Section5.

2. RELATED WORK

Middleware servicesform the basisof sensornetwork sys-
tems.Localizationis a key serviceto identify thelocationsfrom
where sensorreadingsare obtained. Two categoriesof local-
ization have beenproposed:range-basedschemes[22, 24] and
range-freeschemes[2, 11]. The former category usesabsolute
point-to-pointdistanceestimates(range)or angleestimatesto lo-
calizenodes;Thelattermakesnoassumptionsabouttheavailabil-
ity of suchinformation. Time synchronizationis anothercritical
middlewareservice.Thereferencebroadcastscheme(RBS)pro-
posedin [7] maintainsinformationaboutthephaseandfrequency
of eachpair of clocks in the neighborhoodof a node. While
RBS achievesa precisionof about1 � s, the messageoverhead
in maintainingtheneighborhoodinformationis highandmaynot
be energy-ef�cient in large-scalesystems.Maroti [21] synchro-
nizesthenetwork throughlimited �ooding with timestampvalues
reassignedat intermediatenodesimmediatelyprior to transmis-
sion. This schemereducesthe synchronizationerror introduced
by uncertaintydueto MAC contention.OurVigilNet systemuses
a variationof this approach.In addition,power managementis
employed to ensurenetwork longevity. Other importantproto-
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cols developedfor modernsensornetwork hardware [5, 6] in-
cludemediumaccesscontrol[23, 31], sensingcoverage[27, 30],
energy aware routing [29], dataaggregation[20, 10], topology
management[4] andenergy-awareapplications[12, 26, 28].

With the assistanceof variousmiddleware services,several
outdoorsensornetwork systemshave recentlybeenbuilt. The
GreatDuck IslandProject[26] exploreslong-termhabitatmoni-
toringin remoteenvironments.ZebraNet[15] focusesonwildlife
trackingin Africa. TheExtremeScalingproject[6] investigates
scalability issuesin surveillancesystems.The shooterlocaliza-
tion system[8] combinesprecisetimesynchronizationwith accu-
rateacousticsensingto localizepositionsof snipers.TheWisden
system[28] monitors the healthof building structuresby con-
tinuouslyretrieving structuralresponsedata.To complementthe
aforementionedefforts,VigilNet aimsat building apracticalmil-
itary surveillancesystem,which cansurvive in harshandhostile
environmentsfor a long period of time, and exhibit a high de-
tection,classi�cationandtrackingperformance.Theserequire-
mentsnecessitatethedesignof uniquesolutionsto varioussens-
ing,communication,andtrackingproblems[9, 17, 18, 19, 25, 32]
andcall for seamlessintegrationof theresultingmiddlewarecom-
ponents[12].

3. VIGILNET ARCHITECTURE

The VigilNet systemhasa layeredarchitectureas shown in
Figure1. This architectureprovidesan end-to-endsolutionfor
supportingmilitary surveillanceapplications. As an overview,
this paperfocuseson thedesignof individualcomponentsof this
system,but omits thedetailsof systemimplementationandper-
formanceevaluation.Suchdetailscanbefoundin otherpublica-
tionsby theauthors[9, 12, 17, 18, 19, 25, 32]

3.1 SensingSubsystem

Sensingis thebasisfor any surveillancesystem.TheVigilNet
sensingsubsystemimplementsdetectionandclassi�cationof tar-
getsusingcontinuousonlinesensorcalibration(to achangingen-
vironment)andfrequency �lters to determinecritical target fea-
tures. These�lters extract the target signaturesfrom a speci�c
spectrumband,eliminatingtheburdenof applyingacomputation-
intensive Fast Fourier Transform. The sensingsubsystemcon-
tainsthreedetectionalgorithmsfor themagneticsensor, acoustic
sensorandpassive infraredsensor(PIR), respectively.

� Themagneticsensordetectionalgorithmcomputestwo mov-
ing averagesof mostrecentmagneticreadings.Theslower
moving average,with more weight on previous readings,
establishesabaselineto follow thethermaldrift noisecaused
by the changingtemperatureduring the day. The faster
moving average,with more weightson the currentread-
ing, detectsthe swift changein magnetic�led causedby
ferroustargets. To make a detectiondecision,the differ-
encebetweenthe two moving averagevaluesis compared

to adynamicthreshold,which is establishedduringthecal-
ibrationphase.

� Theacousticsensordetectionalgorithmusesa lightweight
power-basedapproach. It �rst computesa moving aver-
ageof multiplerecentacousticreadings,thenestablishesan
auto-adaptingacousticthresholdby calculatinga moving
standarddeviation of readingsovera certaintime window.
If anacousticreadingis largerthanthesumof themoving
averageandits correspondingmoving standarddeviation,
we considerit is a crossover. If thenumberof crossovers
exceedsa certainthresholdduringaunit of time, thisalgo-
rithm signalsadetectionto theupperlayercomponents.

� The passive infraredsensoris designedto sensechanges
in thermalradiationthat are indicative of motion. When
there is no movement,the thermal readingis stableand
doesnot triggerdetections.If anobjectis moving in front
of a PIR sensor, this objectcausesa thermaldisturbance,
triggeringthe PIR. Most moving objects,suchasshaking
leaves, rain drops,andvehicles,can trigger the PIR sen-
sor. However, different thermalsignaturesgeneratetrig-
ger eventswith different frequencies.Low frequency de-
tections(< 2H z) arenormally triggeredby wind-induced
motionandotherslow moving objects.On theotherhand,
fast-moving targetssuchasvehiclesgeneratesignalswith a
muchhigherfrequency. Therefore,it is suf�cient to design
a high passARMA �lter to �lter out the frequency com-
ponentslower than2Hz. Similar to otherdetectionalgo-
rithms, this thresholdis dynamicallyadaptatedto accom-
modatethe changingenvironment. For example,thermal
noiseis muchhigherin a hot andhumidenvironmentthan
that in a dry andcool one. In fact, thermalandhumidity
variationsoverthecourseof adaycansigni�cantly change
thresholdvalues.

Dueto thespaceconstraints,we do not detail thespeci�c im-
plementationof eachsensingalgorithm.Moreinformationonthis
subsystemcanbefoundin [9].

3.2 Context­AwarenessSubsystem

Senseddatais meaningfulonly when it is interpretedalong
with thecontext in which it is obtained.For example,a temper-
aturereadingis useless,if we don't know whereandwhensuch
valueis measured.TheContext-Awarenesssubsystemcomprises
lower-level context detectioncomponentssuchastime synchro-
nizationandlocalization. Thesecomponentsform the basisfor
implementingothersubsystems,suchasthetrackingsubsystem.
Localizationensuresthat eachnodeis awareof its location,so
thatwe candeterminethelocationof detectedtargets.Time syn-
chronizationis responsiblefor synchronizingthe local clocksof
nodeswith theclock of thebasestation,sothateverynodein the
network hasa consistentglobal view of time. Combiningtime
synchronizationandlocalization,we areableto estimatetheve-
locity of targets.
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Figure1: TheVigilNet SystemArchitecture

In theVigilNet system,we adopta variationof the time syn-
chronzationprotocol developedby Maroti [21] and we design
andimplementawalkingGPSsolution[25], whichassignsnodes
their locationat thetime they aredeployed. We arecurrentlyin-
vestigatingrealistic implementationsof moredynamiclocaliza-
tion schemessuchasthosedescribedin [11].

3.3 Tracking and Classi�cation Subsystem

Whena target is detectedby a setof nearbynodes,thetrack-
ing componentcreatesa group. All nodesthat detectthe same
event join the samegroup. The main contribution of the track-
ing componentis to ensuretheuniqueness(one-to-onemapping
of externaleventsto logical groups)andconsistentidenti�cation
(immutability of themappingfunction)of targets,aslong astar-
getsarefarenoughapartfrom eachotheror havedifferentsigna-
tures.Whentargetsareveryneareachotherandprocessaniden-
tical signature,weprovideadisambiguationmechanismbasedon
their path-histories.More informationon this subsystemcanbe
foundin [1] and[18].

3.4 Networking Subsystem

After VigilNet collectsdetectioninformationaboutincoming
targetsthroughthetrackingandclassi�cationsubsystem,it needs
to deliver detectionreportsbackto the control centerthrougha
multi-hopnetwork. Thenetworking subsystemconsistsof three
major components:a link symmetrydetectionservice,a robust
diffusionserviceanda radio-basedwakeupservice.Low power
radiocomponents,suchasChipconCC1000usedby MICA2 [5],

exhibit very irregular communicationpatterns. To addressthis
problem,wedesignaLink SymmetryDetection(LSD) moduleto
reducethe impactof radio irregularity on upperlayerprotocols.
Themainideaof theLSD moduleis to build asymmetricoverlay
ontopof theanisotropicradiolayer, sothatthoseprotocolswhose
correctnessdependson the link symmetrycanbe usedwithout
modi�cation. More detailson this solutioncanbefoundin [32].
The robust diffusion serviceutilizes a well-known path-reversal
technique[14]. Basically, abasenodedisseminatestreeconstruc-
tion requeststo therestof thenetwork with a runninghop-count
initialized to zero.Requestsare�ooded outwardswith hop-count
incrementedat every intermediatehop. After receiving treecon-
structionrequests,nodesestablishmultiple reversepathstowards
thesendingnode.As aresult,amulti-parentdiffusiontreeis con-
structedwith thebasenoderesidingat theroot. TheRadio-based
Wakeup serviceis designedto ensureend-to-enddatadelivery
even intermediatenodesare in the dormantstate(dueto power
management).To supportthe illusion of on-demandwakeup,a
dormantnodewakes up and checksradio activity periodically
(e.g., for � ve millisecondsevery several hundredmilliseconds).
If no radioactivity is detected,thisnodegoesbackto sleep.Oth-
erwise, it remainsactive to receive and relay messages.If an
activenodewantsto wakeupall neighboringnodes,it only needs
to sendoutamessagewith a longenoughpreambleto lastlonger
thanthecheckingperiodof thedormantnodes.

3.5 Graphic User Interface and Control Subsystem

Thenetworking subsystemdeliversthereportsto oneor more
commandandcontrol centers,wheretheGraphicUserInterface
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andControlsubsystemis located.This subsystemprovidesthree
major functionalities. First, it acceptsthe reportsfrom the sen-
sor�eld anddisplayssuchinformationgraphicallyto themission
operators.Second,it allows themissionoperatorsto disseminate
thesystemcon�gurationsthroughtherecon�gurationsubsystem.
Third, basedon the initial detectionsfrom the sensor�eld, it
makes�nal decisionsonwhetherto wakeupmoreadvancedsen-
sors.Theseadvancedsensorsnotonly classifythetypeof targets
but alsodifferentiatethemodelof thetargets.Sincethey areex-
tremelypowerconsuming,they arenormallyturnedoff andonly
usedwhenawakenedby initial detectionscomingfrom thesensor
�eld.

3.6 The Power ManagementSubsystem

Oneof thekey designobjectivesof theVigilNet systemis to
increasethesystemlifetime to 3 � 6 monthsin realisticdeploy-
ment. Due to the small form factorandlow-cost requirements,
sensordevicessuchasXSM motes [6] areequippedwith lim-
ited power sources(e.g.,two AA batteries).Thenormallifetime
for sucha sensornode is about4 days if it remainsactive all
the time. To bridge sucha gap, we add a power management
subsystem.Amongall themiddlewareservices,thetripwire ser-
vice, sentryselection,duty cycle schedulingandwakeupservice
form the basisfor the power managementsubsystem.We orga-
nizetheminto a multi-dimensionalarchitecture.At thetop level,
we usethe tripwire serviceto divide the sensor�eld into multi-
ple sections,calledtripwire sections.A tripwire sectioncanbe
scheduledeitherinto anactiveor a dormantstateat a givenpoint
of time. When a tripwire sectionis dormant,all nodeswithin
this sectionare in a deep-sleepstateto conserve energy. When
a tripwire sectionis active, we apply a second-level sentryser-
vice within this section.Thebasicideaof thesentryserviceis to
selectonly a subsetof nodes,which we de�ne assentries, to be
in charge of surveillance. Othernodes,de�ned asnon-sentries,
canbeput into a deep-sleepstateto conserveenergy. Rotationis
periodicallydoneamongall nodes,selectingthenodeswith more
remainingenergy assentries.At a third-level, sincea targetcan
normally be sensedfor a non-negligible periodof time, it is not
necessaryto turn sentrynodeson all the time. We canschedule
a sentrynodein andout of sleepstateto conserve energy. The
sleep/awake scheduleof a sentrynodecanbeeitherindependent
of othernodesorcoordinatedwith thatof othersin orderto further
reducethedetectiondelayandincreasethedetectionprobability.
More informationon nodes'duty cycle schedulingcanbefound
at [3].

3.7 The Recon�guration Subsystem

The VigilNet systemis designedto accommodatedifferent
nodedensities,network topologies,sensingandcommunication
capabilitiesanddifferentmissionobjectives.Therefore,it is im-
portantto designanarchitecturethatis �e xible enoughto accom-
modatevarioussystemscenarios.Therecon�gurationsubsystem
addressesthis issuethroughtwo majorcomponents:a multi-hop

recon�gurationmoduleanda multi-hopreprogrammingmodule.
Therecon�gurationmoduleallowsfastparametertuningthrough
a data disseminationservice,which supportslimited �ooding.
Datafragmentationanddefragmentationaresupportedin there-
con�gurationsubsystemto allow varioussizesof thesystempa-
rameters.The reprogrammingmoduleprovidesa high level of
�e xibility by reprogrammingthenodes.More informationon re-
programmingcanbefoundat [13].

3.8 The DebuggingSubsystem

Debugging and tuning event-driven sensornetwork applica-
tionssuchasVigilNet areof greatdif�culty for thefollowing rea-
sons:(i) big discrepanciesexist betweensimulationsandempiri-
cal resultsdueto variouspracticalissues(e.g.,radioandsensing
irregularity) not capturedin simulators,which makesthemless
accurate;(ii) In-�eld testsof thesystemrequirewalking or driv-
ing throughthe�eld to generateeventsof interestactively, which
makesin-�eld testsextremelycostly. To addressthis issue,we
adda debuggingsubsystemcalledEnviroLog [19] into VigilNet.
EnviroLog logsenvironmentaleventsinto non-volatilestorageon
the motes(e.g., the 512 KB external �ash memory)with time-
stamps.Theseeventscanthenbereplayedin their original time
sequenceon demand.EnviroLog reducesexperimentaloverhead
by eliminating the needto physically re-generateeventsof in-
teresthundredsof timesfor debuggingor parametertuning pur-
poses.It alsofacilitatescomparisonsbetweendifferentevaluated
protocols.

3.9 The Programming Interface

Theprogramminginterfaceis an extensionof our prior work
onEnviroSuite[18]. It adoptsanobject-basedprogrammingmodel
thatcombineslogical objectsandphysicalelementsin theexter-
nal environmentinto the sameobjectspace.EnviroSuitediffers
from traditionalobject-orientedlanguagesin that its objectsmay
be representativesof physicalenvironmentalelements.Enviro-
Suitemakessuchobjectsthebasiccomputation,communication
andactuationunit, asopposedto individualnodes.Thus,it hides
implementationdetailssuchasindividual nodeactivities andin-
teractionsamongnodesfrom developers.Using languageprim-
itivesprovided by EnviroSuite,developersof trackingor moni-
toring applicationssimply canspecifyobjectcreationconditions
(sensorysignaturesof targets),object attributes(monitoredag-
gregatepropertiesof targets),andobjectmethods(desiredcom-
putation,communicationor actuationin the vicinity of targets).
Suchspeci�cationscanbetranslatedby anEnviroSuitecompiler
into realapplicationsthataredirectlyexecutableonmotes.When
de�ned objectconditionsaremet, dynamicobject instancesare
automaticallycreatedby the run-timesystemof EnviroSuite to
collect object attributesand executeobject methods. Such in-
stances�oat acrossthenetwork following thetargetsthey repre-
sent,andaredestroyedwhenthetargetsdisappearor moveoutof
thenetwork.
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3.10 SystemWork Flow

Toavoid interferenceamongdifferentoperations,VigilNet em-
ploys a multiple-phasework �o w. Thetransitionbetweenphases
is time-driven,asshown in Figure2. PhasesI throughVII com-
prisetheinitializationprocesswhichnormallytakesaboutseveral
minutes.In PhaseI, therecon�gurationsubsysteminitializesthe
wholenetwork with a setof parameters.In PhaseII, thecontext-
awarenesssubsystemsynchronizesall nodesin the�eld with the
masterclock at thebase,followedby the localizationprocessin
PhaseIII. In PhaseIV andV, the networking subsystemestab-
lishesa robustdiffusion treefor end-to-enddatadelivery. Phase
VI invokesthepowermanagementsubsystemto activatetripwire
sectionsandselecta subsetof thenodesassentries.Thesystem
layout, sentrydistribution andnetwork topologyarereportedto
the graphicuser interfaceand control subsystemin PhaseVII.
After that,thenodesenterinto themainphaseVIII– thesurveil-
lancephase.In this phase,nodesenablethepower management
subsystemin absenceof signi�cant events,andactivatethetrack-
ing subsystemoncea targetentersinto theareaof interest.
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Figure2: PhaseTransitionandRotation

4. LESSONSLEARNED

We obtainedvaluablelessonsduring the processof building
theVigilNet system.We sharethemhereto assistsimilar efforts
in otherapplicationdomains.

1. False Alarm Reduction: Falsealarmsintroduceunnec-
essaryenergy consumptionandinappropriatereactions.To
dealwith transientfalsealarmscausedbydistortionof sens-
ing readings,one can usea simple exponentialweighted
moving average(EWMA). To addressfalsealarmscaused
by slow-changingenvironments,one needsto use adap-
tivedetectionthresholds.To addresspersistentfalsealarms
dueto errorsin a singlesensordevice, onecanutilize in-
network aggregationof inputsfrom agroupof nodesto de-
tectsuchananomaly. In theworstcase,whenmultipleper-
sistentfalsealarmsaregeneratedsimultaneously, onecan
�lter outsuchfalsealarmsby analyzingspatialandtempo-
ral correlationsamongthe consecutive reportsat the base

station.More informationon falsealarmreductioncanbe
foundat [9].

2. Communication Reliability: Communicationreliability
is affectedby link quality. Poor link quality can be ad-
dressedby retransmissions,howeverwith averyhighover-
head.With highlink redundancy in adensesensornetwork,
it is bene�cial to carefullyselecthighquality links for data
deliverythanto useFEC/ARQtechniquesto improvetrans-
missionreliability over poor radio links. To selecthigh
quality links, onecanusethelink symmetrydetectionser-
vicewedeveloped[32] for theVigilNet system.Moreover,
it is bene�cial to provide reliability selectively according
to thesemanticsof thepayload.Application-level mecha-
nismsareappropriateto achievesuchdifferentiation.

3. Energy Bottleneck: Although the radio power draw is
veryhigh, theamortizedpower draw from communication
is actuallyverylow in asurveillancesystem,dueto its very
low duty cycle. In contrast,we needto monitor the envi-
ronmentcontinuouslyto ensuredetection.Accordingly, the
amortizedpowerdraw for sensingis muchhigherthanthat
of communication. Therefore,the most effective way to
conserveenergy is to reducesensingredundancy (turnoff a
subsetof nodes)in theabsenceof signi�cant eventsandto
activatenodeson-demand.In addition,a promisingdirec-
tion is to utilize hardware-drivenwakeupfunctionsto sig-
ni�cantly reduceenergy consumptionduringsurveillance.

4. Other Lessons:Debuggingandperformancetuningin dis-
tributed sensornetworks are extremely time consuming,
especiallyduring �eld tests. It is critical to have appro-
priatebuilt-in systemsupportfor thesefunctions,suchas
the recon�gurationsubsystemand the debuggingsubsys-
tem[19]. Second,in additionto thehardwareandsoftware,
themechanicaldesignis veryimportantto ensuregoodsys-
temperformance.For example,enclosuredesigncansig-
ni�cantly affect thesensitivity of senornodes.Third, since
the sensornodesfail at a muchhigherratein hostileout-
doorenvironments,self-healingshouldbesupportedby ev-
eryprotocolintegratedinto thesystem.

5. CONCLUSIONS

Thispaperpresentsthedesign,implementationandevaluation
of VigilNet – an integratedsensorsystemfor long-termsurveil-
lance. We describethe functionalitiesof different subsystems
within VigilNet. From our experience,we believe that surveil-
lanceusingwirelesssensornetworks is a very promisingdirec-
tion. It hasa lot of advantagessuchasfastad hoc deployment,
�ne-grained robust sensingand tracking, low-power consump-
tion, andlow cost. VigilNet presentsa proof thatviablesurveil-
lancesystemscanbeimplementedandsuccessfullydeployedon
currentmoteshardware.
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